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1 Introduction

Prior work has aimed to characterize [1] or geo-locate [2] IP anycast
by running probes from unicast to anycast prefixes. These works
have either used ping as-is on unicast clients or adapted it to work
from anycast clients [3, 4]. Our research question is related to the
inverse: how can we understand paths from anycast to unicast pre-
fixes? Answering this question requires that we adapt traceroute
to work from anycast clients. As demonstrated in Fig. 1, when
anycasted Node A sent traceroute probes 1 and 2 towards a des-
tination on the Internet, its traceroute process never received
the ICMP replies which were instead forwarded to Node B. This is
because traceroute breaks when used as-is from anycast infras-
tructure: ICMP replies may be directed toward a different anycasted
node than the sender, breaking the path reconstruction required by
traceroute. In order to capture the full potential of using any-
cast research infrastructure to understand the emerging dynamics
on today’s Internet, we need to support running traceroutes from
anycasted nodes.

2 System Design

To resolve this issue, we design and implement a new measurement
tool and system called voltadomar. Voltadomar is a Python library
and set of component interfaces for issuing traceroutes from any-
casted vantage points. Our library is oriented around three core
design decisions informed by our review of the original traceroute
implementation by Van Jacobson and the ICMP RFC 792: (1) separat-
ing mechanism and policy, (2) inverting control, and (3) supporting
unique, identifiable, and authenticated probes.

Separating Mechanism and Policy. As previously discussed, vanilla
traceroute on anycast is unable to reconstruct paths when replies
are routed to a different anycasted node. In voltadomar, we solve
this by separating traceroute policy from the mechanism: we move
state related to path reconstruction to a dedicated component, the
Controller, which is connected to the voltadomar Agent running
on each anycasted node (See Fig. 2). The remaining mechanism of
sending of probes is left to the Agent running on each anycast node.
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Figure 1: Pitfalls of vanilla traceroute on anycast
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Figure 2: Voltadomar’s approach to traceroute

Each Agent also forwards all received replies to the Controller.
The Controller is responsible for aggregating path reconstruc-
tion state from Agents. By separating the policy (the traceroute
path reconstruction state and logic) from the mechanism (send-
ing probes/forwarding replies), we can support running traceroute
across a set of anycasted vantage points. Further, this separation
allows us to support different implementations of traceroute (e.g.
Paris traceroute, TCP, etc) because policy logic is centralized at the
Controller while minimal to no modifications are needed in the
mechanism.

Inversion of Control. Drawing on prior work demonstrating the
efficacy of inverting network measurements for anycast networks
[3], our methodology implements a inverse-probing technique:
we encapsulate traceroute requests from a user and send them
to the Controller, which then coordinates requests to Agents
and gathers results on behalf of the user. This inversion allows
us to leverage to separation of mechanims and policy: we forward
ICMP replies from the vantage points to voltadomar traceroute
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Figure 3: UDP header (left) vs. ICMP Echo header (right)

instances running on the Controller who aggregates and sends the
reconstructed paths to the user (See Figure 4a).

Unique, Identifiable, and Authenticated Probing. Finally, to (re)identify
probes in order to reconstruct paths at the Controller, we require
a method of encoding the unique identifier for a probe. The unique
identifier must distinguish (1) the vantage point that sent the probe,
(2) the sequence number for the probe, and (3) the traceroute session
at the controller that requires the probe’s result. Normally, vanilla
traceroute uses two main probing mechanisms: ICMP or UDP. With
ICMP, it sends an ICMP Echo and listens for the corresponding Re-
ply message. With UDP, it sends empty UDP datagrams and listens
for an Time Exceeded or Destination Unreachable message. Both
protocols provide 32 bits in the header which we can use to identify
probes. ICMP has an additional 40-byte payload, but, in practice, we
found this payload is unreliable. When conducting ICMP traceroute
measurements over our University network to a set of 16 popular
DNS service providers, we found that >40% of routers dropped the
40-byte payload. As a result, we can only consistently rely on the
32 bits in the header (UDP and ICMP) for probe identification and
authentication.
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(b) Agent leverages two worker pools to dispatch jobs
and forward ICMP replies to the controller
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3 Experimentation

As a proof of concept, we tested voltadomar on a simple virtual net-
work testbed to simulate an anycast setting. The network consisted
of four virtual machines (VMs) representing two anycast nodes, the
controller/client interface, and a target. To simulate anycast routing,
we periodically manually modified the target VMs ARP table to
toggle between the two anycast node MAC addresses. Voltadomar
was able to successfully re-associate replies which were received
by different anycast nodes.

4 Future Work

In our future work, we hope to expand this work by: (1) implement-
ing an HMAC in packet header to authenticate ICMP responses, (2)
supporting all vanilla traceroute option flags, (3) deploying voltado-
mar in an (live) anycast network, and (4) supporting more network
measurement tools with voltadomar including, but not limited to,
Paris traceroute, ping, etc.
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